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Positioned Highest in 
Execution, Furthest in 
Vision
2025 Gartner® Magic Quadrant  for 
Enterprise Storage Platforms

Gartner, Inc. and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner, Inc. and/or its affiliates 
and are used herein with permission. All rights reserved.
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only 
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization 
and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any 
warranties of merchantability or fitness for a particular purpose.
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The 
Gartner document is available upon request from Pure Storage.
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The Oracle ACE Program
600+ technical experts helping peers globally

• The Oracle ACE Program recognizes and rewards community members for their technical 
and community contributions to the Oracle community

• 3 membership levels: Director, Pro, and Associate

• Nominate yourself or a colleague at ace.oracle.com/nominate

• Learn more at ace.oracle.com

@oracleaceFacebook.com/OracleACEsaceprogram_ww@oracle.com Oracle ACE Program Group

http://acenomination.oracle.com/


Key Benefits

Cool swag*, Digital awards for 
social media, Oracle 
CloudWorld pass*, & more

ACE Member Benefits

Cloud Account

$5k USD Cloud account*

Networking

In-person & virtual 
networking opportunities for 
ACEs to connect with product 
development and each other.

Direct Access to Product 
Management

Multiple direct 
communication channels to 
product management and 
fellow ACEs

Exclusive Content

Exclusive monthly virtual 
meetings with product 
development teams + 
engaging guest speakers

Travel Support

ACE Directors are eligible for 
travel support to give 
presentations or lead 
workshops at conferences 
globally

* for Pro and Director levels5
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Agenda

What are malware and ransomware

Think Defence-in-Depth

Protection from ransomware and malicious intent

What else ?



What are 
Malware and Ransomware ?
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What is malware ?

• Malware is malicious software, which - if able to run - can cause 
harm in many ways, including: 

•  causing a device to become locked or unusable 

•  stealing, deleting or encrypting data 

•  taking control of your devices to attack other organisations

•  obtaining credentials which allow access to your organisation's systems or services that 
you use

•using services that may cost you money (e.g. premium rate phone calls). 

• 'mining' cryptocurrency 

https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
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What is ransomware?

Ransomware is a type of malware that prevents you from accessing 
your computer (or the data that is stored on it). 

The computer itself may become locked, or the data on it might be 
stolen, deleted or encrypted. Some ransomware will also try to 
spread to other machines on the network, such as the Wannacry 
malware.

https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks

https://www.ncsc.gov.uk/blog-post/wannacry-ransomware-guidance-updates
https://www.ncsc.gov.uk/blog-post/wannacry-ransomware-guidance-updates
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks


10© 2025  Pure Storage, Inc.

RaaS Kits
Ransomware-as-a-Service

•RaaS kits readily available to 
build your own ransomware

•Come with instruction, only 
requires average computer 
skills.

•Classic model is user takes 
80%, kit author takes 20%. 

•Different price ranges – 
different amounts of 
configurability.
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Deutsche Bahn

Train timetable during 

WCry (WannaCry) incident

Modern 
Day ‘Blue 
Screen of 
Death
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Hackers spend days on 
your network before 

encrypting data

Time is spent looking for 
backup copies

No longer limited to 
production 
databases.

Hackers are now 
hunting for your 

backups
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Ransomware Attacks

• Ransomware attacks accelerating

• Dwell Time falling
• 416 Days in 2011
• 24 Days in 2021
• 21 Days in 2022
• 10 Days in 2023
• 7 Days 2024
• ? Days 2025

• Shortest dwell time 7hrs

• More sophisticated attacks is now driving up average dwell time

Dwell Time Dropping

https://www.sophos.com/en-us/press/press-releases/2023/08/dwell-time-time-start-attack-when-its-detected-shrinks-8-days-first

•Attack dwell time is defined as when 
a threat actor remains undetected 
within a targeted network or 
endpoint. 

•Dwell time starts immediately after 
an initial malware infection has 
taken place and continues until the 
malware has been completely 
removed from a device.
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Backups are our last line of Defence

• If your data is encrypted, 
your only recourse is to 
restore from your backups.

• Or Pay and Pray, and pay 
again and again…



So what can we do?

Source sample text



16© 2025  Pure Storage, Inc.

Think Defence in Depth

• Data security
• Application security
• Host security
• Network security
• Physical security
• Policies, procedures and 

awareness
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Defence in Depth (1)

•Starts with employees and 
contractors

•  Site / premises security

•  Needs to now include remote 
access / working from home

Policies, procedures, and 
awareness

Physical Security

Network Security
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Defence in Depth (2)

•  Hardened servers

•  Secure applications

•  Know where all your data is

Implement a SIEM (Security Information and Event Management) solution such as Splunk

Host Security

Application Security

Data security

https://www.splunk.com/


From human error, malware or malicious intent

Protecting our database
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Most attacks encrypt file 
systems

ASM uses raw block storage, 
it’s harder for malware and 
intruders to discover 

Encrypting a raw file system is 
a lot more complex than a 
traditional file system .

Oracle Automatic 
Storage 
Management 
(ASM)

Source sample text
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Limits access to ASM 
disk to Oracle  
database calls

Oracle ASM 
Filter Driver 
(ASMFD) & 
ASMLib V3
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ASMFD Filter Check ASMFD State

List ASMFD Disks

Check Contents Attempt Write

ASMFD Blocks Updates
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Confirm Block device OK
Kfed read /dev/mapper/dg_racpod_acfs01
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ASMFD,  ASMLIB & UDEV

•Latest Linux Kernel using io_uring
• Impacts ASMFD IO Filtering

•Updates to ASMFD and ASMLIB to adapt 
to this change in i/o layer

•ASM Disks configured to use udev 
continue to function without any changes

•ASMFD Filtering is disabled in 19.24+ by 
default, prior releases need to be done 
manualy.
• Soft-filtering can be disabled by "afdtool -

filter disable" or "asmcmd afd_filter -d"

Migrate to ASMLib v3 for Database Protection
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Another line of defence

Ransomware may not 
impact other Data Centre's

File system encryption not 
be replicated

Fail over to Standby 
database in event of disaster

Oracle Data Guard
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Use primary Storage 
Snapshots to provide instant 
point-in-time recovery

Snapshot Database and 
Application binaries.

Nothing is faster than a pure 
meta-data operation

Finally utilise 
Primary Storage 
Snapshots
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Automate Primary Storage Snapshots

•Most modern infrastructure and 
applications supports REST interfaces

•Call REST interfaces using preferred 
language, utilities and DevOps 
technologies.
•Python, PowerShell, Java…
•Bash, Curl…
•Terraform, Ansible..
And PL/SQL

With REST APIs



28© 2025  Pure Storage, Inc.

Use UTL_HTTP from with database
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Automate Storage Snapshots

https://github.com/raekins/Oracle-HTTP/



From accidental or RMAN policy deletion

Protecting our data and backups
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Database Protection – The 3:2:1+ Rule
Perform Off-array backup

RMAN Backup

RMAN

Any
Primary 
Storage

RMAN Backup Sets 

RMAN Image Copies

MySQL Backups

NFS, S3

Database 
Servers

NFS
S3

Database Backups

Create one primary 
backup and two 
copies of your data

Save your backups to 
two different types of 
media

Keep at least one 
backup file offsite

+ Make sure they’re 
immutable and 
protected

01

02

03

+

Replicate to a secondary array or Cloud
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AutoMounter Setup

Install autofs

$ sudo yum install autofs

Create Automounter Map

$ sudo vi /etc/auto.master.d/fbnfs.autofs

Create Map File

$ sudo vi /etc/auto.fbnfs

Start autofs Service

$ sudo systemctl enable --now autofs Created symlink from /etc/systemd/system/multi-user.target.wants/autofs.service 
to /usr/lib/systemd/system/autofs.service.

Autofs setup Timeout default is 
300 seconds (5 

minutes) inactivity
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RMAN NFS mount hidden
AutoFS mounts on backup location on-demand

RMAN Backup location ‘/mnt/orabkup/DEMO’
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We can also use Oracle dNFS

•Oracle dNFS dynamically mounts 
the NFS export using the 
oranfstab file

•Configure /etc/fstab to provide 
backup path.
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Performing RMAN Backup
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We can see Backup using v$dnfs_files view
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Check Storage Platform Activity
Block READ & FILE (NFS) WRITES
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Backups Hidden from Operating System

•RMAN Backup files 
are not visible from 
the OS, only usage.

•Oracle or other 
users can’t 
accidentally delete 
RMAN backups.
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Backups can still be manged by RMAN
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Take NFS file system 
immutable snapshots of 
RMAN backups.

Read-Only snapshots stop 
accidental or policy based 
deletion.

Utilise NFS 
Storage 
Snapshots
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Perform File System snapshot Using SQL
Oracle UTL_HTTP 

https://github.com/raekins/Oracle-HTTP/
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Automate File System Snapshots
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RMAN Catalog Snapshot 
RMAN> catalog start with ‘<snapshot directory>’ noprompt;
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RMAN Validate Snapshot
RMAN> restore database validate
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RMAN Restore Snapshot
RMAN> restore database



The condition of any backup in unknow 
until a restore is attempted.

SCHRODINGER’S BACKUP
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Are you ready 
for a 

Ransomware 
Attack ?
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Understand business impact and requirements

Do you have a Service Level Agreement with the business ?

Know how long a system restore takes

Understand any inter-system dependences

Peer review procedures and run-books

Get someone else to test your process
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Take Primary Storage 
immutable snapshots
Take NFS file system immutable 
snapshots of RMAN backups.

Read-Only immutable 
snapshots prevent accidental, 
malicious or policy based 
deletion.

Utilise SafeMode 
Storage Snapshots
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Document, simulate 
incidents and practice 
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Finally, remember protection needs a Team

We all need to constantly review and reduce our exposure to malware and other threats.

Adopt a multi-layered approach to data protection, give ourselves the best possible protection

Data Defence-in-Depth

Network, Storage, Linux Admins, Application Developers, SREs and DBAs…
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